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DOCUMENTATION CONVENTIONS

Typeface Conventions

Bold Indicates a button, menu selection, tab, dialog box title,
text to type, selections from drop-down lists, or prompts
on a dialog box.

CONTACTING SCRIPTLOGIC

ScriptLogic may be contacted about any questions, problems or concerns you
might have at:

ScriptLogic Corporation
6000 Broken Sound Parkway NW
Boca Raton, Florida 33487-2742

561.886.2400 Sales and General Inquiries
561.886.2450 Technical Support

561.886.2499 Fax

www.scriptlogic.com

S jngsye

SCRIPTLOGIC ON THE WEB

ScriptLogic can be found on the web at www.scriptlogic.com. Our web site offers
customers a variety of information:

m Download product updates, patches and/or evaluation products.
m Locate product information and technical details.
m Find out about Product Pricing.

m Search the Knowledge Base for Technical Notes containing an
extensive collection of technical articles, troubleshooting tips and
white papers.

m Search Frequently Asked Questions, for the answers to the most
common non-technical issues.

m Participate in Discussion Forums to discuss problems or ideas with
other users and ScriptLogic representatives.

Page 3



Privilege Authority 2.0 Administrator’s Guide

Contents

OVERVIEWV ...ttt ettt bbbt st e s et e besbe e bt e be e Rt e st et e besbeebesbeeneeseetenbenaens 5
What’s new in Privilege AUINOTITY 2.0 .....ccooiiiiiciee s 5

HOW DOES PRIVILEGE AUTHORITY WORK®? ..ottt e 6
I [0 = N RS 1\ L PSSP 7
INSTALLATION L.ttt bttt bbbt bt bt bbb et et sb e e bt e bt e bt e b e e e et e nbenbenbesbeenes 10
SYSTEM REQUIREMENTS .. .tteiutteitttesteesitee sttt estteessseestseessseestseessseessseeassesssseessseessseessseessseesssesssseessseessesssneens 10
INSTALLATION AND UPGRADE .....ceuviuteitistesteatteseeiesteseestessesseasesssessessessessesseesessessessessessesssesesnsensessessessensens 12
INSTAIIALION PFOCESS ... ..ottt bbbttt b e bbb bt sb e b e b e st bt esbeeneas 12
Privilege Authority SErver INSLAITALION ..........ccceiiiiiieice e 12
Privilege Authority CHENt INSEAHALION ..........cviiiiiic e 13
Privilege AUthOFItY UPGIade .......couiiiiiiiiiier bbb 16
Privilege Authority UnInStallation ............cccoiiiiiii it 16
GETTING STARTED WITH PRIVILEGE AUTHORITY ..ottt 17
USING PRIVILEGE AUTHORITY ..ottt st sttt sna s et stesnenneeneas 19
CREATING GPO RULES WITH PRIVILEGE AUTHORITY ...cetiiitietiestieieste s sreesre s ene e sneesneesneesneenne e 19
USING the WIZAI ...ttt et et e e e et e e st e s reesaeeabeeabeenbeensennee e 23
USING the DESCIIPTION AN ......viuiiitiiiieite bbbttt bbbt en e 25

USING TNE TYPE 8D ...ttt bbbt bbbt bbbttt an e 26

USING The GrOUPS T8I ....eeciice bbbt r et b bt r e 29

USING the PIALFOIMS TaD......c.oiviiietiiiec bbbt en e 30

USING the RUIES T8I ...t bbb b et b et b b e e e e ebeane 30

USING the PrIVIIEGES TAD .......cueeiieitiee bbbttt b e b b e ebe 32

USING the TNTEGIILY T8I ...t bbbttt b et b e e ebe b 33
TESTING AND APPLYING THE RULE ....eiittitiiteatietieiesiestesteseesee e seesteseestes e sseeseensesseseessessessensesssessssssssessensens 34
MANAGING THE RULES ...vteuteuteitestesteeteeteestete st te st stesteeseesaeseestesaestesseasaaseeseessessessesaeaseeneenseseessessessessessensens 35
USING GPO RULES CONFIGURED BY OTHER USERS (COMMUNITY RULES EXCHANGE) .......ccccovvvieinienne, 36
Applying Community RUles t0 YOUF DOMAIN ........ccoruiiiiriiiiiiiieiseeses e 36
Sharing your Rules with the COMMUNILY ........coiiiiiiiiiei e 38
Managing the COMMUNILY RUIES.........cuoiiiiieeee e et e sae e enee e 40
REGISTERING WITH THE COMMUNITY RULES EXCHANGE SERVER.......cccceiieiieiinienie et 41
TROUBLESHOOTING CONNECTION PROBLEMS......cutiitiiitietietesitesieesieesieesteesesssesssesseesseesbeesnesssesseesseesseennes 43
INDEX .ttt bbbt bbb e e R SR £ e £ oAb h e eE e R e R £ e R £ e e et eh e R e Rt R e e Rt et et ehe b b ereenes 44

Page 4



Privilege Authority 2.0 Administrator’s Guide

Overview

It is an accepted principle by network administrators that users in the domain be
configured with a minimum permission set and not be added to any local groups
such as the Local Administrators or Power Users group on the workstation. Using
this least privilege configuration will enhance security and data protection while
also reducing faults and support.

However, System Administrators, for a long time, have been running into
situations where users require administrative rights to run an application. At
times it is to support legacy applications that only work when run by someone
with administrative rights; other times it is because a user works remotely, or is
travelling and needs greater control of their system; or it might be that
Administrators want to give their users rights to install commonly used software
that often and automatically needs to be updated.

A common but misguided solution to this is to give these users administrator
rights which solves the problem at hand but often leads to many more.

Privilege Authority (PA) solves this issue by raising the privilege level for specific
processes, allowing those that require elevated rights to run, while maintaining
the least restrictive privilege set for the user.

What’s new in Privilege Authority 2.0:

¢ The Community Rules Exchange server is integrated into Privilege
Authority and is used to download/share elevation rules;

e Privilege Authority is now available in a Professional version that can be
purchased from ScriptLogic. In Privilege Authority Professional, Group
Policy Object (GPO) rules can be based on the following data:

o digital certificates;

o the computer operating system version or operating system class,
i.e. server or workstation;

o the computer name;

o the computer group or organizational unit;
o the computer IP address range (IPv4/IPv6);
o certain registry key;

o certain file

e User Interface has been improved for look and feel
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How Does Privilege Authority Work?

There are two software components included with Privilege Authority:

e Privilege Authority Server is a management application. It is installed on a
server in the domain and used to create and manage rules within Group
Policy.

e Privilege Authority Client is a service that runs on the client machine. It
applies the rules created in the Privilege Authority Server application by
monitoring processes as they are launched on the client and raises or
reduces the privileges of the processes that it is configured to monitor.

Microsoft Active Directory and Group Policy are used to distribute the Privilege
Authority rules to client machines.

Page 6



Privilege Authority 2.0 Administrator’s Guide

Licensing

Privilege Authority is available in 2 editions: Privilege Authority Community
Edition and Privilege Authority Professional.

Privilege Authority Community Edition is absolutely free, but in comparison with
Privilege Authority Professional, it lacks the following features:

e Group Policy Object (GPO) rules can be based on digital certificates;

e GPO rules can be based on the computer operating system version or
operating system class - server or workstation;

e GPO rules can be based on a computer name, computer group or
organizational unit, computer IP address range (IPv4/IPv6), or certain
registry key or file;

e full technical support.
Privilege Authority Professional must be purchased but has a 30-day trial period.

Following the common PA 2.0 setup, the customer has access to the Community
Edition only. To start trying Privilege Authority Professional, please register (see
Figure 1):

| Note:

Internet connection is required to perform registration.

If you fail registering due to any connection problems, you can download
the package on your own from the ScriptLogic website.

1. On the PA Server, go Start > All Programs > ScriptLogic Corporation
> Privilege Authority > Privilege Authority (or, use the Privilege

Authority pr shortcut icon of the Start menu).

2. Click the Try PA Pro! button in the left-hand tree pane.
Or, click Help > Begin Evaluation of Pro.
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M privilege Authority 2.0 Community Edition

@] PRIVILEGE AUTHORITY 2.0

FEile  Edit Client View

Getting Started Guide...
Administrator Guide. ..

Local Rules

=
Proxy Settings = 2
SROSVA RIS Login to Rules Exchange :I I:I ol SR
m Open console log file location Evaluation Expiry

Share rules, get tips and more in the Privilege Authority community...

Begin Evaluation of Pro N

(&4

P About... \
Verified Rules Method 1
My Shared Rules
y N
L A Method 2
A

Figure 1. Choosing to use PA Professional in trial mode.

3. On the two-tabbed screen that will show, click the Try PA Pro! button, or
switch to the Register tab.

4. Provide some information about yourself by filling in the form that will be
presented. (The obligatory fields as shown in Figure 2.) Click Register.

Start Evaluation of Privilege Authority Professional x|

About PRO Version

Before you begin your evaluation of Privilege Authority Professional you need to register with ScriptLogic.
Flease enter the required information below.

If you do not have an intermet connection or have a firewall in place please visit the ScriptLogic Website
to reqister and download the evaluation version.

First Name: lAnna

Last Name: I Govaldi

Email: lagovaldi@mail. com

Company: lAcme Software

Address 1: l Box 0123456, Seattle, Wa 123451234

Address 2: I

City: |

Zip Code: |

State: I 3
Country: IUnited States ;I
Phane: {123.456.7890

: “ Learn More H Nat Now

Figure 2. Registering for Privilege Authority Professional.
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5. The notification will show to inform you that the rules containing features
of Privilege Authority 2.0 Professional will stop working on the client
machine(s) in 30 days after starting the evaluation.

6. Click OK within the notification window and the Privilege Authority Console
name will change to Privilege Authority 2.0 Professional Evaluation.

Now you have access to all Privilege Authority Professional features for the 30-
day trial period. (See Figure 3.)

& privilege Authority 2.0 Professional Evaluation

@) PRIVILEGE AUTHORITY 2.0 Professional

Eile  Edit Client View Help
Local Rules . GPOs with Rules

Local Rules
% NewGPO | & Li o New Rule I Hsave Iilil [ | 98 Remove | o Details | ¥ Test I ]
AVGROS. =% p;. Title Evaluation Expiry
@ PAClient setup
Community @ vmware update :
Al Rules (‘g SeriptLogic Corp. 312612011 )
*
Verified Rules
My Shared Rules

Figure 3. This rule is based on a digital certificate - the Privilege Authority Professional
Evaluation feature — and it will be applied until the day specified.

To apply the Privilege Authority Professional license file:

1. Click Help -> About -> Apply License File and then use the Browse
button to locate the license file.

2. Click the Apply License File button that will get activated soon after the
file is located.
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Installation

SYSTEM REQUIREMENTS

The Privilege Authority setup file comprises both the server and client
applications. Once both applications are installed, Privilege Authority will use
Microsoft Group Policy to distribute rules between the client and server.

The server application requires Microsoft .NET Framework 3.5 for its installation
and Microsoft Group Policy Management Console (GPMC) to run. The client can be
installed on a Windows workstation or server.

The following is necessary for proper installation and operation of Privilege
Authority.

PA Server System Requirements
e .NET Framework 3.5 Service Pack 1 or later

e Microsoft Group Policy Management Console (required to run Privilege
Authority)

e Adobe Reader to open the Privilege Authority Guides.
PA Server Operating System Requirements

e Windows XP SP2 or higher

e Windows Server 2003 SP1 or higher

¢ Windows Vista

e Windows Server 2008/2008 R2

e Windows 7 Enterprise, Professional, or Ultimate Editions
PA Client System Requirements

¢ No special requirements
PA Client Operating System Requirements

e Windows XP SP2 or higher

e Windows Server 2003 SP1 or higher

e Windows Vista

e Windows Server 2008/2008 R2

e Windows 7

Network Requirements
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Both PA Server and Clients should be deployed as a part of the Active Directory
infrastructure.
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INSTALLATION AND UPGRADE

This section details the Privilege Authority installation, removal and upgrade
processes:

e Privilege Authority Server Installation

e Privilege Authority Client Installation

e Privilege Authority Upgrade

e Privilege Authority Uninstallation

Installation Process

Privilege Authority uses a client-server model. The main installation will setup the
server side (which is comprised of the Privilege Authority Console) and extract
the Privilege Authority Client MSI file. Deploy the Privilege Authority Client to
each client using Group Policy Management Console or any other software tools,
e.g. ScriptLogic Desktop Authority.

Prior to the installation, refer to the System Requirements to make sure your
system meets the necessary requirements and prerequisites.

Privilege Authority should be deployed as a part of the Active Directory
infrastructure on a computer residing within the internal LAN network.

The following series of steps walk through the installation of Privilege Authority:

e Privilege Authority Server Installation

e Privilege Authority Client Installation

Privilege Authority Server Installation

Privilege Authority Server must be installed on a domain member and run under
the context of an account that has rights to change Group Policy. The installation
wizard guides you through a series of dialog boxes. Click Next on each dialog
box to advance to the next option.

1. Run the Privilege Authority setup executable.
2. Welcome is the initial dialog box. Click Next to continue.

3. The License Agreement dialog box appears. If you agree with the
license agreement, select the I accept the terms in the License
Agreement option and click Next to continue.
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4. On the Destination Directory dialog box, select a path and
destination folder. The installation path depends on the system
architecture and defaults to: $PROGRAMFILES$\ScriptLogic
Corporation\Privilege Authority Or
%$ProgramFiles (x86)%\ScriptLogic Corporation\Privilege
Authority. Click the Browse button to select a different installation
path. Click Next to continue.

5. Click Install on the final installation dialog to proceed with the
installation. Once the file copying portion of the install is
complete, click Finish.

Following the completion of the Privilege Authority Server installation, perform
the Privilege Authority Client installation.

Privilege Authority Client Installation

Once Privilege Authority Server is installed, deploy the Privilege Authority
client(s) to the computers on the domain. For these purposes, you may use login
scripts or software deployment tools.

Administrative privileges are required to run the PA Client setup locally.

PA Server must be running the PA Client software to make use of the PA rule
testing functionality.

To install PA Client on the PA server computer:

¢ Click Client > Install Client within the Privilege Authority Console
toolbar. The client installation will start. On completing the process, the
computer will automatically reboot.

To install PA Clients on your domain via Microsoft Group Policy Management
Console:

1. Click Client > Open file location within the Privilege Authority
Console toolbar to locate the PA Client file.

R Privilege Authority 2.0 Professional Evaluation i . [=] 5

@) PRIVILEGE AUTHORITY 2.0

File  Edit @‘\/iew Help

Open file location Dn

> All GPOs

Install client

Local R Onen client o fle lacatio
Open client log file location _
GPOS with Rules & NewGPO || Link & Hss I:]I% mo Ho D “*‘ e
[ woros TR : Tie Evaluation Expiry
i | Default Domain Policy
Default Domain Controll
a1
Community ~| New Group Paolicy Objec
All Rules
Verified Rules
My Shared Rules

Figure 4. Locating the Privilege Authority Client setup file.

2. Copy the paclient.msi file to a network share that can be read by all
users. Or, just share the file folder.
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3. Open the Group Policy Management Console on the server and select

to create a new Group Policy Object by right-clicking on Group Policy
Objects and selecting New from the popup menu.

Enter a name for the new GPO and click OK. (See Figure 5.)

=18
5@ Flle Action ‘Yiew ‘Window Help |;|i|5|
EEEEEEE

% Group Policy Management Group Policy Objects in testlocal

=43, Forest: test.local ,
%@ Diomains Contents | Delegatmnl

E--@ test.local
i lé._%f Default Domain Policy
Domain Controllers
Group Palicy Objects
§ Defaul: Domain Controlle
¢ Default Domain Policy
-5 WM Fileers
-3 sies
Group Policy Modeling

Marmne: ISoftwara Installations]

Mame ~ | GPO Status [ Ml Filter | Modiied |
‘=% Default Domain Controllers P Enabled Hone 3/9/2003 8:04....
Default Cromain Policy Enabled Mone 3972009 &:09....

oK I Cancel |

N e ! —
\ [ [

Figure 5 Creating a new Group Policy Object via GPMC

Open the newly created GPO by selecting it, right-clicking, and
selecting Edit.

In the Group Policy Object Editor, select Computer Configuration >
(within Windows Server 2008) Policies > Software Settings >
Software installation. In the right hand pane, right-click on the
newly created GPO, and select New > Package.

| Note

If the PA Client distribution GPO is computer based (defined under the
Computer Configuration), enable the “"Always wait for the network at
computer startup and logon” policy (located in Computer Configuration >
(for Windows Server 2008) Policies >Policies>Administrative
Templates>System>Logon). Otherwise, PA Client installs after the 2nd
reboot of the client computer.

If the PA Client distribution GPO is user based (defined under the User
Configuration), then PA Client installs after 1st logon.

7.

In the dialog box that will open, browse to the pAClient.msi file on

the network share where it was copied to in step 1.

(We recommend that you use the File name field to specify the Client
location in the UNC (Universal Naming Convention) format, e.g.
\\computername\sharename\filename.msi).

Click Open. (See Figure 6.)
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SETE]
File Action View Help
¢ | BA@E FRR| 2 E
R o — il ———
= g Computer Configu _l._l
g D Software Setti Look in: I@ Clientinstaller LI €] %l
o Software i

(-] Windows Setti & @PACIient.msi

(2 Administrative £
= & User Configuratior My Recent
(2 Software Setti Documents
(2 Windows Setti =
() Administrative E

Desktop

4

My Documents

-
%
My Computer
-
TS File name: |\\DomainContiollen\S ciptLogichPA\Clientinstall | Open |

Places :
Files of type: IW‘indows Installer packages [ msi] =l Cancel I

%

i

Figure 6. Opening the Privilege Authority Client from a network share.

In the Deploy Software dialog that shows, select Assigned.

Assign the new GPO to the domain or OU. To assign it to the domain,

right-click on the domain in GPMC and select Link an Existing

GPO.... Select the GPO in the resulting dialog box and click OK. (See

Figure 7.)

select GPD |

Look in thiz domain:

I test local j

Group Policy objects:

Mame = |
Drefault Daomain Controllers Policy
Drefault Domain Policy

ware |nztallations

Ok, I Cancel

Figure 7. Assigning the new GPO to a domain.
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Once the client is deployed to a computer (the CSEHost .exe process is running
and the Privilege Authority Client record shows in Add/Remove Programs), the
new GPO rules created via Privilege Authority are applied to running processes.

Privilege Authority Upgrade

Use the Privilege Authority 2.0 setup file to upgrade the PA Server component
installed with the previous PA releases (Privilege Authority 1.1, Privilege Authority
1.2, Privilege Authority 2.0 Beta and RC) on the local computer. The upgrade also
ensures that all your GPO rules created with the older version of PA will be
available in Privilege Authority 2.0.

To upgrade PA Clients installed with a previous Privilege Authority release
(Privilege Authority 1.1, Privilege Authority 1.2, or Privilege Authority 2.0 Beta
and RQC):

e Install the newer version over the older one the same way you initially
installed the PA Clients.

See Privilege Authority Uninstallation and Privilege Authority Client Installation
sections for more information.

Privilege Authority Uninstallation

To uninstall any of the Privilege Authority components from a local computer, use
the Windows Control Panel tool. The uninstaller completely removes all the PA-
specific data. Once PA is removed, the rules created with PA will continue working
as they will still be present in the GPOs.

To run PA Server/Client removal on a local machine, administrative privileges are
required.

If the PA Client has been installed using a network share - for example if
deployed via a mass deployment tool, this network share must be available
during PA Client removal (See Figure 8).

\';"' Windows Installer ﬂ

o The feature you are trving to use is on a
LI network resource that is unavailable.

Click OKto try again, or enter an altemate pathto a
folder containing the installation package
‘PACliert_2.0.00.47 msi' in the box below.

lse source:
ScriptLogic Privilege Authority j Browse...

Figure 8. The PA Client removal fails as the network share is currently unavailable.
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Getting Started with Privilege Authority

Once the PA Server and Client are installed on your domain, you can start using
Privilege Authority to work with GPO rules in your environment.

Privilege Authority Console provides a user interface to create/manage/apply the
rules. To start the Privilege Authority Console:

e On the PA Server, go Start > All Programs > ScriptLogic Corporation
> Privilege Authority > Privilege Authority. Or, you can use the

Privilege Authority /@' shortcut icon of the Start menu.

o SQL Server Cor
‘ﬁ Mgnager M) Accessories

I Administrative Tools

[T} Microsoft SQL Server 2005
E ScriptLogic Corporation
™) Startup

) Total Commander

& Internet Explorer

Lﬁ Outlook Express

.. Remote Assistance

Log Off @ Shut Down
e

Figure 9. Opening the PA Console.

G Privilege Authority  » ﬁ‘. Privilege Authority

v vRA Y v v

All Programs

The Privilege Authority Console workspace is comprised of:

e The left-hand sidebar allows you to view the Local Rules and Community
Rules that are currently available to you:

o The Local Rules node displays the GPOs available within your
domain within two sub-sections:

= GPOs with Rules shows the GPOs with rules created via
Privilege Authority;

= All GPOs shows all the GPOs available in your domain. The
GPOs with rules created via Privilege Authority are marked
with special icons.

o The Community node displays the rules available on the
Community Rules Exchange server in the three sub-sections:

= All Rules shows all the rules available on the Community
Rules Exchange server;

= Verified Rules contains the rules that have been tested by
ScriptLogic to confirm they function as intended in a default
Windows environment.
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= My Shared Rules shows the rules you have uploaded to
the Community Rules Exchange server.

e The right-hand pane for the Local Rules node consists of:
o The GPO Section to create/manage group policy objects;
o The Rules Section to create and manage GPO rules.

e The right-hand pane for the Community node provides for the possibility
to work with the rules from the Community Rules Exchange server.

& Privilege Authority 2.0 Professional Evaluation

m PRIVILEGE AUTHORITY 2.0

Eile Edit Client ‘View Help

Local Rules >> All GPOs

Local Rules

GPOs with Rules ‘ 4 MNewGPO ||@ Link. | o New Fiule @‘“Remuve H ol Details H‘Eﬂ Test ‘ Qs
el il & a pa.local _ Title ~ Evaluation Expiry

i~ | Default Domain Policy -

i =] Default Domain Controllers Palicy '@ PAClient Setup

Bl P~ Sample Rule -
. - & YMuware Tools Update

Community
All Rules
Verified Rules
My Shared Rules

Figure 10. Privilege Authority user interface main view.

What' next:
e Creating GPO Rules with Privilege Authority
e Using GPO Rules Configured by Other Users (Community Rules Exchange)
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Using Privilege Authority

This section demonstrates how to implement typical tasks within Privilege
Authority and includes the following topics:

e Creating GPO Rules with Privilege Authority.
The section will detail the types of rules PA can create and how to create
them.

e Using GPO Rules Configured by Other Users (Community Rules Exchange).
This section will show how to take advantage of the integration with the
Community Rules Exchange server - a new feature of Privilege Authority
2.0. With this feature, you can access the Community Rules Exchange
server that stores rules created by other system administrators. You can
either download these rules or upload ones you have created yourself.

CREATING GPO RULES WITH PRIVILEGE AUTHORITY

The following section will detail how to create a GPO rule within Privilege
Authority.

There are four types of rules that you can create with PA:

e afile rule, where the path of the executable is specified (By Path to
the executable );

e a folder path rule, in which case, the rule will be applied to all
processes run from the path (By Folder Path );

e an ActiveX rule, where a URL is specified (By ActiveX Rule );

e (available only within the Professional edition) a digital certificate to
specify the name of the publisher (By Digital Certificate ).

| B privilege Authority 2.0 Professional Evaluation

()] PRIVILEGE AUTHORITY 2.0 Professional

Eile  Edit Client View Help

Local Rules . GPQOs with Rules
Local Rules
GPOs with Rules 4 NewGPO | B i ok New Rule | [ Save 2| B | # Remove | o Details | ¥ Test l g
All GPOS = 2 pa.local x - : -
BIFA Sample Rule Title Evaluation Expiry
QF’ACIien!Se!up
3 L& [VMware Tools Update
Community
All Rules “@|Shared Updates
Verified Rules 2 hMacromedia Tools
My Shared Rules y ScriptLogic Corp. 3i26/2011

Figure 11. Different types of rules marked with special icons.
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A special wizard will help you define the necessary settings for the rule.

The Privilege Authority 2.0 Getting Started Guide references sample GPO rule
creation - the Allowing ITunes to Install rule.

Note

Make sure you have logged into the Privilege Authority server under the
account of the domain administrator and the account is provided with
the "WRITE"” permissions to the SYSVOL share
(\\domainName\sysvol<file:///\\domainName\sysvol>).

Step 1. Choose/Create the GPO to assign a rule to.

Within the Privilege Authority Console, navigate to the All GPOs
node in the left-hand pane of the PA Console, select the domain

and choose an existing GPO rule below it or create a new GPO to
assign a rule to.

To create a new group policy object, click the New GPO
button, name the new GPO and click OK. The newly created GPO
will be added to the All GPOs list. (See Figure 12.)

a PRIVILEGE AUTHORITY 2.0 Professional

File  Edit Client View Help

Local Rules . All GPOs

Local Rules
5 i : = S . =

GPOs with Rules (L NewGPO | & Li o NewRule | |5 Save [ o[ G| [ xRemnvel 0 Detallsl ¥ Test | g

o palocal > , ]

~Dataut Domain Cc Title Evaluation Expiry
X
ol

Community New GPO Name: 4F‘A Sample GPO )
All Rules C )| conce
Verified Rules T

Figure 12, Creating a new GPO in the Privilege Authority Console.
Step 2. Link the GPO with an OU or the domain.

By default, the GPO is linked to the domain under which it is
located. To link the GPO to a specific OU or another domain, with

the GPO highlighted in the left-hand panel, click the éﬁ] Link
button above it. A dialog will be displayed allowing you to browse
for an OU or to select to add the GPO to the domain. (See Figure
13.)
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ﬂ PRIVILEGE AUTHORITY 2.0 Professional

File  Edit Client View Help

Local Rules . All GPOs
Local Rules
GPOs with Rules 4 NewGPO o NewRule | [ Save | % [ (30 | [ | 3 Remove | o] Details | ¥ -
= s pa.local N ) )
Default Domain Controllers f Tita ExaluatoniEspity
© PAClient Setup
5 ols Update
Community [ I
All Rules pates
& Link to the Domain s
Verified Rules i ia Tools
€ Link to OU
Shared Rules Corp. 31262011
W 0U Name Browse il

Figure 13. Add the GPO to the domain.

Note

You can link the GPO to an OU that contains users. The GPO rule linked
to an OU will apply only in case the user stored within this OU is
currently logged in to the client machine.

Step 3. Configure the rule within a GPO.

Within the All GPOs node, select the GPO from the list under the

domain that your local computer is a part of. Click the + New
Rule button and a wizard will be displayed (see Figure 14 and
Figure 15). Walk through the wizard by clicking Next to specify all
the necessary data to configure the rule.

The wizard’s steps are referenced in the Using the Wizard section.

Or, use the GPO rules other system administrators have configured
and uploaded to the Community Rules Exchange server.

@) PRIVILEGE AUTHORITY 2.0 Professional

File  Edit Client View Help
Local Rules . All GPOs

Local Rules
GPOs with Rules & NewGPO | & Link e Hsave | %o | 2| [ | 3 Remove I o Details | # -
local
& B paloca Title Evaluation Expiry
Community
All Rules
Verified Rules
My Shared Rules

Figure 14. Selecting to add a rule to existing GPO.
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@cripﬁon

Type I Groups

Platforms | Rules | >

Description

[ On completion open & dialog to share this rule with the community.

G Display advanced optio@

= Back Next = Finish Cancel

Figure 15. The Privilege Authority wizard’s main window.

Step 4. Save the rule.

Upon completing the wizard, click the E Save button on the
menu bar of the Rule section. Or, if asked, confirm the saving of
the rule. (See Figure 16.)

@) PRIVILEGE AUTHORITY 2.0 Professional

Eile  Edit

Local Rules
GPOs with Rules

Community

All Rules
Verified Rules
My Shared Rules

Client View Help

Local Rules . All GPOs

4 NewGPO I A Link
=] Eg pa.local

| Default Domain Controllers f
~ Default Domain Policy
5 ample Rule

| sdddf

*NEWRME ﬂi]g x Remove | o] Details P’ 3
Title = Evaluation Expiry |

& PAClient Setup

© VMware Tools Update

@ Shared Updates

o Macromedia Tools

 SeriptLogic Corp 312612011

Figure 16. Save the rule.

Once the rule is created, the GPO’s icon will get marked with the

g icon to notify that the GPO contains a rule and will be listed
within the GPOs with Rules node. (See Figure 17.)
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@) PRIVILEGE AUTHORITY 2.0 Professional

File  Edit Client Yiew Help

Local Rules . GPOs with Rules
Local Rules
MI M o New Rule | = Save ilf_dlil ¥ Remove | @ Details | ¥ -
AlGPos b2 D Aarmals Rule Title Evaluation Expiry
© PAClient Setup
Community © VMware Tools Update
All Rules @ Shared Updates
Verified Rules @] Macromedia Tools
My ke o Rules ‘& SeriptLogic Corp. 3/26/2011

Figure 17. The marked-in icon indicates that GPO is assigned with a rule.

The rule will be applied to the processes started on the client machine right after
the group policy update occurs on the client machine.

Once the rule is created, you can:

e Test its settings and the way it will apply (see the Testing and Applying
the Rule section).

e Share your rule on the Community Rules Exchange server (see the
Sharing your Rules with the Community section).

e Edit or delete the rule (see the Managing the Rules section).

Using the Wizard

A special wizard will help you define the necessary settings for the rule.
To run the wizard:

1. Within the All GPOs node, select the GPO from the list under the domain

that your local computer is a part of. You may also click the !'." New GPO
button to create the GPO, if necessary.

2. Click the * New Rule button and a wizard will be displayed (see Figure
18).

@) PRIVILEGE AUTHORITY 2.0 Professional

File  Edit Client Yiew Help

Local Rules . All GPOs

Local Rules
GPOs with Rules 4 NewGPO | & Link l H save I 2B XRemovel ol Details | -
= Pw pa.local . .

m ) Default Domam Cantrallsic’t Title Evaluation Expiry

Community

All Rules

Verified Rules

My Shared Rules

Figure 18. Selecting to add a rule to existing GPO.
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3. Walk through the wizard by clicking Next to specify all the necessary data
to configure the rule.

The list of steps defaults to Description, Type, Groups, Platforms, and
Rules (with Platforms and Rules available only in PA Professional). The
Privileges and Integrity steps show as advanced options.

Only the fields marked * on the Description and Type tabs of the wizard
are mandatory, all the others are optional. If you happen to miss
specifying any of the required data, the wizard will warn you on this right
after you click Finish.

((Description Type Groups Platforms | Rules D

Description

[~ on completion open a dialog to share this rule with the community.

6 Display advanced optionB < Back Next = Finish Cancel

Figure 19. The wizard main window.

All the steps of the wizard are detailed in the following corresponding
sections:

e Using the Type tab
e Using the Description tab
e Using the Groups tab
e Using the Platforms tab
e Using the Rules tab
e Using the Privileges tab
e Using the Integrity tab
4. Click Finish to save and apply the rule.
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(If applicable) If, on the Description step of the wizard, you have chosen
to share the rule with the community, confirm or edit in the dialog that
will open on the final step of the wizard.

Export to Rules Exchange _ 5 |D|l]

Details of your rule are displayed below. Please modify the information if you wish.

Title: |iTunes

Description:  |&llows I Tunes installer to run.

Category:  [IRCETETETMM |

NOTE: Any credentials that are not Microsoft \Windows standard credentials will be
removed and replaced with BUILTIN Administrators upon export.

0K Mot Now

Figure 20. Setting the details to share the rule.

Using the Description tab
On the first screen of the wizard:
e Enter a name and an optional description for the rule so you can identify
it.

e You may also choose to share your rule with the community by selecting
the On completion open a dialog to share this rule with the
community box. You may also choose to share the rule at any time later,
when you have tested the rule.
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I Type l Groups | Platforms I Rules
Title *

< iPACIien‘t Setup )

Description

Allows P2 Client installer to run.

vV on completion open a dialog to share this rule with the communﬂD

A

™ Display advanced options = Back Next = Finish Cancel

Figure 21. Specify a title and share the rule with the community.

If you choose to share the rule, you will be presented with the Privilege
Authority Community Forum registration dialog referenced in the
Registering with the Community Rules Exchange Server section.

Using the Type tab

Within the Type tab, you will specify the most essential parameters of the
processes for which the current rule will apply to. Here you are given a choice of
several rule types (the number of types varies depending on the Privilege
Authority edition):

e By Path to the executable
e By Folder Path
e By ActiveX Rule

e (available only within the Professional edition) By Digital Certificate

Select the type and specify the corresponding options that depend on the
selected type. The options are detailed below.

By Path to the executable

When building the By Path to the executable rule type, specify the following
fields (see Figure 22):
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Description | Groups | Platforms Rules

Select from the list below the type of application you would like to apply this rule to.

! By Path to the executable
By Folder Pa
By ActiveX Rule

By Digital Certificate

Available for the PA Professional only

Enter the path and argument of the executable to apply this rule to.

Path:* ]*UTunesSetup.exe| I

% Arguments: l

File Hash: l _‘
Certificate: I _l

v Apply settings to child processes.

[ Display advanced options = Back MNext = | Finish | Cancel

Figure 22, Specify the GPO rule type and fill in the required field.

e Path - requires that you specify the path to an executable that will run the
processes on the client machine. This may be a path on the client local
machine or a network share. Use the common variables % or * to identify
the path, e.g. *\filename.exe.

Use the following formats: \\ComputerName\SharedFolder\Resource
Oor DriveLetter:\Filename.exe.

Note

When saving the "By path to an executable” rule, consider that PA
converts the specified path into existing environment variables.

If you use the Browse ! button to locate the executable, a dialog will show
and offer to create a unique cryptographic hash for the file to secure the file's
identification (see Figure 23). Click Yes if you want to apply the rule to only
this exact file. Click No if you are creating the rule for the file for which data
is likely to be updated, or for any file with this name within the specified
folder.

i)

Would you like to create a file hash for this file?

Yes No L

e

Figure 23. Choose if you need to create the file hash.
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e (Optional) In the Arguments field, specify the common or user-defined
arguments with which the executable will be run. With this field defined, the
rule will apply only if the executable is run with the argument specified.

e (Optional) If creating the rule for an exact file, the File Hash field will help
you prevent security issues. Click the Browse L) button to locate the
executable and to create a unique cryptographic hash for the file so that the
rule will not apply to dangerous content that is similarly named.

Note

The rule with the File Hash field specified will not apply to a file that has
modified content (e.g. modified in the course of program updates). Thus
do not add the file hash to the rule for a file which data is likely to be
updated, or for any file with this name in the specified location.

e (Optional) (Available for PA Professional) For the sake of security, specify the
publisher of the digital certificate for the specified file. Enter the exact

publisher name either manually or use the Browse ! button to locate the
file signed with the necessary digital certificate.

e The Apply settings to child processes check box is enabled by default to
ensure that all operations the executable will trigger will run successfully and
will not fail due to lack of privileges.

By Folder Path

Use the By Folder Path rule type if you have to elevate/decrease the privileges
for the applications/processes that will start from within a specific folder on the
client local machine or a network share.

e Use the Browse .l button to locate the folder or specify its location
manually. Use the common variables % or * if necessary, e.g.
*\filename.exe.

e (Optional) The Apply settings to subfolders setting will apply the rule to
the processes started from any of the subfolders.

e The Apply settings to child processes check box is enabled by default to
ensure that all the operations the executables trigger will run successfully
and will not fail due to lack of privileges.

By ActiveX Rule

Use the By ActiveX Rule type to allow installation of ActiveX controls from the
Internet.

e In the Source URL field, specify the ActiveX control URL, e.g.
http://*.macromedia.com*
By Digital Certificate

(Available only within the Professional edition)
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The By Digital Certificate rule provides for the possibility to apply certain
privileges to any processes signed with a digital certificate of a specified
publisher.

e Specify the publisher of the digital certificate of the processes for which
you need to set the rights. Enter the exact publisher name either manually
or use the Browse Ll button to locate a file signed with the necessary
digital certificate and insert the publisher automatically.

¢ The Apply settings to child processes check box is enabled by default
to ensure that the rule settings will be applied to the child processes as
well.

Using the Groups tab
(Optional)

The next tab is where you select an Active Directory user group whose rights are
to be applied to the process. A group can be added or removed from a process.
By removing a group from a process you can decrease the privileges with which
the process will run.

e Click the Q‘j button to add the Administrators group (this is the group
stored within the BUILTIN\Administrators Active Directory OU) to the list
(see Figure 24) We recommend using this group of users with complete
and unrestricted access to a local computer instead of domain
administrators.

Description I Type Platforms I Rules

Specify the groups to add or remove from the security token of the target process.
To increase permissions of a process add the BUILTINVA&dministrators group (first

1|3|
l ity Group I Action ] SID l

r Display advanced options = Back Next = Finish Cancel

Figure 24. Add the Administrators group to the security token of the process.
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e To add/remove any other Active Directory group privileges to the

process(es), use the button. In the window that will open, specify the
action, add or remove, you need to perform with the group.

e To delete/modify the record within the Security Group list, use the x or
& buttons.

Using the Platforms tab
(Optional)

(Available only for Privilege Authority Professional)

Within this tab, you can define on which computer type, server or workstation, or
with which operating system(s), the rule will apply. (See Figure 25.)

Descriptionl Type l Groups Platforms Rules |

Target Platforms
[ Server [T %P
[T vista
[0z

[ Server 2003
[ Server 2008
[ Server 2008 R2

[~ Display advanced options = Back | Next = | Finish | Cancel |

Figure 25. Specify the platforms to apply the new rule on.

e Select the Server option of the Class list to apply the rule to all the
Windows Server operating systems: Windows Server 2003/2008/2008 R2.

e Select the Workstation option of the Class list to apply the rule to all
operating systems, Windows XP/Vista/7, other than the Windows Server

operating systems.
e Select the exact Windows operating system by marking the corresponding
option(s) of the Operating System list.
Using the Rules tab

(Available only for Privilege Authority Professional) (Optional)
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The Rules tab allows you to specify additional granular settings to apply to the
process. It may include whether it should/should not run on a computers with
certain prefix in the name, or pertaining to some special group or IP address
range, etc. (See Figure 26.)

You can add the following validation logic parameter(s):

Computer Name,

Computer Group,

Computer OU,

IP Address Range (IP v4/IP v6),
File Exists,

Registry Key Exists.

To set the rule parameters within the Rules tab:

1.
2.

Click Add to open the Add Validation Logic Rule window.

Within the window, select the type of logic to the rule, and then specify
the logic parameters. When specifying the logic parameters:

e you can use the common * and % variables;

e select the Not operator to exclude the item(s) specified from the
rule if necessary.

When specifying the Computer Name, Computer Group, and
Computer OU sections:

e Enter the name/part of the names of the computers on which to
apply the rule. Use the Browse button to view the computers on
the domain/network.

In the File Exists section, set a certain file that must exist on the client
machine or on the network in order for the rule to run. Use the following
formats: \\ComputerName\SharedFolder\Resource

Or DrivelLetter:\Filename.exe.

In the Registry Key Exists section, set the registry key that must exist
on the client machine in order for the rule to run.

Click Save when finished specifying the rule logic settings. The logic
record will show on the main Validation Logic Rules screen.

3.To add another logic rule, specify whether it will be an AND or OR rule, and

then repeat steps 1 through 2.
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Privilege Authority

Add validation Logic Rule _is =]
i E Computer Name

jas oup l NOT

G
Omter 2l Select Organizational Unit:

el v4 Hange
i Y IP vB Range |
“[T] File Exists

i = i
i m Registry Key Exists Include child OUs

Select Organizational Unit ) = ] o3

-[2] Domain Controllers
2] TestPA

(2] TestRuledpply | Cancel I

LasalDilac Description | Type | Groups | Platforms < Rules) l
T x|

" anD % OR

Figure 26. Specify additional parameters to the rule.

Using the Privileges tab

(Available as advanced option)

On the Privileges tab you can grant or deny certain privileges the process can
perform. The privileges are the standard Windows policies listed in the User

Rights Assignment list (Local Security Settings \ Local Policies).

e To apply/deny a privilege(s) to the processes (including child processes),
select the necessary one(s) and then click Grant/Deny. Multi-select

privileges with the CTRL+ buttons.

e To discard your choices, select the privilege and click Not Set.

Descriptionl Type | Groups | Platforms l Rules

Specify changes to the privileges of the targeted application.

Privilege l Action l =
Act as part of the operating system
Add workstations to a domain
Adjust memory quotas for a process
Back up files and directories
Bypass traverse checking
Change the system time
Change the time zone
Create a page file
Create a token object
Create global objects
Create symbolic links
Debug programs
El

Fnahle ~amniter and Liser acconints to he tr

Grant | Deny | Not Set |

Integrity

GDisplay advanced opﬁc@ < Back | Next = | Finish | Cancel

Figure 27. Specify changes to the privileges of the application.

Page 32



Privilege Authority 2.0 Administrator’s Guide

Using the Integrity tab
(For Windows Vista, Server 2008/2008 R2 and Windows 7 OSs)

(Available as advanced option)

The integrity level is an inner feature of the Windows operating systems
beginning with the Vista operating system. It is used to differentiate the security
level with which the process will run.

By default this setting does not apply and is set to the Untrusted level option.
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TESTING AND APPLYING THE RULE

Note

To test the rule on your local computer, ensure the computer is installed
with the PA Client.

Privilege Authority offers the possibility to test the settings of the rule created
with Privilege Authority. During the test you can simulate the process to which
the rule is to be applied on the PA server machine.

To test the rule:

1.

B

Select the rule, and then click the I Test button. The command will
start the Test File Rule window to test the rule on your local machine.
The window shows the steps necessary for the rule to run and present
their status in the Test Progress section:

e if the PA Client is installed on your computer (use the link to know
how to install the client locally on the PA Server machine);

e if the Group Policy update has run successfully on your computer;
e if the specified GPO is present on the domain;
e if the rule exists on the client side and on the domain.

If the test fails on any of the steps, resolve the issues before continuing
with the rule testing.

Once the Starting Process Monitor window is presented, manually run
the process the rule will apply to. Note that you should run the process
with the parameters specified in the Rule Details section of the Test File
Rule window. Click Continue.

. The Test File Rule window content will change and show the two tabs:

the Started Processes tab with the processes started right after you
have continued with the Starting Process Monitor window and the All
Processes tab with all the currently running processes. The process that
you've started to test the rule will show in the list of the Started
Processes tab with either the “tick” or “cross” sign. If the process is
crossed out, look at the Process Details and either check that you
started the process with the right parameters or modify the rule settings.
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MANAGING THE RULES

Once the rule is created, you can change its settings or delete the rule, or

upload the rule to the Community Rules Exchange server.

e To delete, modify or share the selected rule with the community, use the

corresponding toolbar buttons (see Figure 28).

@)] PRIVILEGE AUTHORITY 2.0 Professional

Eile  Edit Clent View Help

Local Rules

AllGPOS

Community

All Rules
Verified Rules
My Shared Rules

GPOs with Rules

Local Rules . GPOs with Rules

& NewGPO | A Link

ok New Rule ] H save

| 5] B | @renor)] EEoB)| ¥ e | @D

Title

5 PAClient Setup

Evaluation Expiry

© VYMware Tools Update

@ Shared Updates

o] Macromedia Tools

# SeriptLogic Corp.

3/26/2011

Figure 28. Use the toolbar to manage a GPO rule.

e To delete a GPO created with Privilege Authority, use Microsoft Group

Policy Management Console.

If you are using the Privilege Authority Community Edition and try to access a
rule with any of the Privilege Authority Professional features, to view or
modify its settings, a special notification will show (see Figure 29). By clicking
Yes, you'll open the Edit Rule window that will show all the rule settings
except for the Professional ones. Modifying the rule will not discard any of the
Professional features.

Professional Edition Required

x|

2 This rule contains Valdiation Logic which is a feature only available in the Professional Edition of Privilege Authority. IF
you continue then all Yalidation Logic will be removed from your rule. Do you wish to continue?

Figure 29. Accessing a rule with a Pro feature running PA Community Edition.
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UsING GPO RULES CONFIGURED BY OTHER USERS (COMMUNITY RULES
EXCHANGE)

The ScriptLogic team has created and supports a special GPO rules database
stored on the Community Rules Exchange server. By using the Community Rules
Exchange feature, you can make use of the GPO rules other system
administrators have shared on the server as well as upload your own rules.

You can also access the database to get a sample list of GPO settings that may
be used in an environment and know how they can be defined with Privilege
Authority.

This feature is available within any of the Privilege Authority editions.

e Once you open the Privilege Authority Console, click All Rules located
under the Community node. The list of rules will show (provided that you
are connected to the Internet). (See Figure 30.)

m PRIVILEGE AUTHORITY 2.0 Professional

File  Edit Client ‘View Help

Rules Exchange . All Rules

=] | |:& Import | o Details [ Categories: IAII ﬂ

Local Rules

GPOs with Rules

All GPOs Title Rating Verified Author Category
GEFiIeRuIe Yok ¥ George Plummer (ScriptLogic) @ )
@ Install Firefox 3.6.12 % ¥ George @

Community

Verified Rules
My Shared Rules

Figure 30. The Community Rules list.
Use the Community rules to:

e apply the Community rules in your domain

e share your rules with the community

e comment and rate the Community rules.

Applying Community Rules to your Domain

To make use of a certain rule within the Community list or just to see how the
GPO settings can be configured with Privilege Authority:

1. Within the All Rules section of the Community node of the

Privilege Authority Console, select the rule, and then click the
Import icon. A dialog containing the rule settings will open. (See
Figure 31.)
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m PRIVILEGE AUTHORITY 2.0 Professional

File Edit Clie

Rules Exchange . All Rules

Local Rules Privilege Authority L 2
GPOs withRul  GPOs with Rt __lq’ —]"' Details | pescrition I Type | Groups | Pletforms | Rules I GPO ]
Al GPOs Al GPOS Title Rating
Tile *

@ FileRule 8.0 o d

(5 Install Firefox 3612 1%
Community Description
Al Rules All Rules ‘Allow users to install Firefox 3.6.12 using a file hash to identify the fie.

Verified Rules  Verified Rule:
My Shared Rul My Shared Rt

™ Display advanced options <Back Next » Finish | Cancel

All Rules Loaded. | |

Figure 31. Opening the community rule dialog.

If you are using the Privilege Authority Community Edition and try
to import a rule with any of the Privilege Authority Professional
features, a special notification will show (see Figure 32). By clicking
Yes, you'll open the Import Rule Wizard window that will show
all the rule settings except for the Professional ones.

? ) This rule contains Yaldiation Logic which is a feature only available in the Professional Edition of Privilege Authority. IF

you continue then all Yalidation Logic will be removed From your rule. Do you wish to continue?

Figure 32. Importing a rule with a Pro feature running PA Community
Edition.

2. (Optional) You may switch between the available tabs of the dialog
to view its settings or adjust the GPO rule to your needs.

3. Click the GPO tab to assign the rule to an already existing GPO in
your environment. (Follow the link if you'd like to create a custom
GPO to link the rule to.) (See Figure 33.)
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Description |

Select a GPO to apply this rule to.

Type | Groups I Platforms I Rules

= Eg_ s palocal

. [ Defautt Domain Policy
o gl PA Sample Rule

.| Defautt Domain Cortrollers Policy

= Back I Next = |®I Cancel

Figure 33. Selecting a GPO to apply the rule to.

4. Click Finish to add the rule to your domain’s GPO settings.

The rule will now display in the list of rules of the corresponding GPO under the

Local Rules node. (See Figure 34.)

m PRIVILEGE AUTHORITY 2.0

File  Edit Client View Help

Local Rules >> GPOs with Rules

Local Rules

4 NewGPO || Link

GPOs with Rules
=% pa.luEi

All GPOs

Community
All Rules
Yerified Rules
My Shared Rules

e New Rule || Sa0e

Title

& PAClient Setup

-

8 Rremove H o Details ||i‘ﬂ Test |

Evaluation Expiry

@ VMware Tools Update

50 Shared Updates

@ Macromedia Tools

8 ScriptLogic Corp.

3i26/2011

5 Install Firefox 3.6.12

D)

Figure 34. A community rule has been set to apply to a GPO in your domain.

The rule will apply once the Group Policy is updated on the client machine.

When the rule displays within the Local Rules node, you can administer it as any

ordinary PA rule.

Sharing your Rules with the Community

To share your rules that you think other system administrators might find useful:
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1. Within the Local Rules node, right-click the desired rule to share, and
then select Share with Rules Exchange within the shortcut menu.
(See Figure 35.)

@) PRIVILEGE AUTHORITY 2.0 Professional

FEile  Edit Client View Help

Local Rules . GPOs with Rules

Local Rules

4 NewGPO | A Link s New Rule save || 2| B xRemnvel ° Delaflsl ¥ Teatl
AllGPOS & Bw pa local N

BYFA Sample Rule L Evaluaton EXPITY.

Yo cut

- 2 ¢
Community = 1 Copy
B Sha Paste
All Rules - a Saie
Verified Rules @) Mac| —
= o Detais
My Shared Rul My Sha 8 S

3 Share with Rules Exchange ) |
& Testthis Rule

Figure 35. Selecting a rule to share.

2. Within the window that opens, make any necessary changes to the
GPO rule settings, and click OK. (See Figure 36.)

Export to Rules Exchange ' =100 x|

Details of your rule are displayed below. Please modify the information if you wish.

Title: [Tunes

Description:  |Allows I Tunes installer to run.

Category: Installation

MNOTE: Any credentials that are not Microsoft Windows standard credentials will be
removed and replaced with BUILTINAdministrators upon export.

oK MNot Now

Figure 36. Modifying and confirming to share the rule.

3. (If applicable) If you have not registered at the Privilege Authority
Community Forum, you will be presented with the registration/login
dialog. The dialog is detailed in the Registering with the Community
Rules Exchange Server section.

Once the registration is complete, the rule will be displayed under the
Community node in the All Rules section as well as within the My Shared
Rules list. (Figure 37.)
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QA PRIVILEGE AUTHORITY 2.0 Professional

File  Edit Client

Rules Exchange . My Shared Rules

Local Rules

GPOs with Rules il M ﬂl il R ||

All GPOs Title Rating Verified Author Category
& PACiient Setup ¥ inna @

Community
All Rules
Verified Rules

My Shared Rules '
= 4

Figure 37. The rule has been successfully uploaded to the Community Rules Exchange.

Managing the Community Rules

To delete the rule that you've shared from the Rules Exchange All Rules list:

e From within the My Shared Rules section, select the rule, and then click

the x Delete toolbar button. The rule will be deleted after the operation
is confirmed.

To modify the settings of the rule that you've shared:

1. Use the Local Rules node, to make the necessary changes.

2. Upload the rule with changes to the Community Rules Exchange site.
The rule’s info will be updated automatically.

Within the Community node, you can modify the title or description of the rule
that you've shared:

¢ From within the My Shared Rules section, select the rule, and then use
the '::El icon to set the rule’s title and description info as necessary.
To rate any rules uploaded to the Community Exchange Server:

1. From within any section of the Community node, right-click the
desired rule, and then choose between the Not set, 'HPoor, Yok

Fair, b 2.8 1 Good, ' 0.6 ¢ ¢ Very Good, or Jririririt Excellent

option of the My Rating sub menu.

2. Your rating will be saved and the average total will show in the Rating
column of the grid.

To comment the rules uploaded to the Community Exchange Server:

e From within any section of the Community node, double-click the desired
rule, and then use Add Comment button to place your comment.
Registration at Community Rules Exchange is required.
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REGISTERING WITH THE COMMUNITY RULES EXCHANGE SERVER

When you upload your rules to the the Community Rules Exchange Server, view
the My Shared Rules node content, or want to place a comment on a
Community rule, you first have to be authorized by the server. To do this, fill in
the Register or Sign-In form (see Figure 38):

e If you are already registered on the forum, enter your email and
password in the corresponding fields of the Login section and click
Login.

e If you are not yet registered with the community, click on the
Register on the web link. You will be directed to the Privilege
Authority Community Forum registration page. Fill in every field of
the form that will be shown. Click Register.

You may also use the Register tab of the dialog, to fill in the
registration form.

When registering/logging into the community server, please note that the
password restriction policy must compile with the current password policy of the
Rules Exchange Server, e.g. currently it must consist of at least 7 characters.

Register or Sign-In ﬁ‘

Before you can share your rule with the community you need to signup, or if you have
already reqistered please enter your email address and password.

Login l Register I

— Login

Email Address: Iguru@astra.com

Ixxxxxxx

Password:

Register on the web
Forgotten password or username

Cancel

Figure 38. Registering to upload to the Privilege Authority Community Exchange server.
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Tip

To prevent connection problems when registering over the internet,

consider specifying your proxy server settings in the PA Console before
you proceed with registration.

To switch to a different user account:

e Click Help -> Logout of Rules Exchange. Now, when required, you'll be
asked to provide your new login details.
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TROUBLESHOOTING CONNECTION PROBLEMS

If the Rules Exchange All Rules list does not populate automatically or you fail
registering with the Rules Exchange forum, try specifying your proxy settings
within the Privilege Authority Console to solve the issue.

e To open the Proxy Server Settings window, click Help -> Proxy
Settings, and specify the proxy server data in the window that will open.

Proxry Server Settings )

— Proxy server

IV Use a proxy server for your LAN.

Address: [192.168.32.1 Port: |3128

0K Cancel

Figure 39. Specifying the proxy server settings.

Page 43



Privilege Authority 2.0 Administrator’s Guide

Index

Community Rule, 18, 19, 36 PA rule
downloading, 36 creating, 18, 19
managing, 40 deleting, 35
uploading, 38 editing, 35

GPO PA Server installation, 12
deleting, 35 PA Console

Logging into Rules Exchange, 41 opening, 17

PA Client Installation, 13 Proxy settings, 43
using GPMC, 13 Technical Support, 3

Page 44



